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ed ComputationsBogdan Carbunar, Mahesh V. TripunitaraAbstra
t�With the re
ent advent of 
loud 
omputing, the
on
ept of outsour
ing 
omputations, initiated by volunteer
omputing efforts, is being revamped. While the two paradigmsdiffer in several dimensions, they also share 
hallenges, stemmingfrom the la
k of trust between outsour
ers and workers. Inthis work we propose a unifying trust framework, where 
or-re
t parti
ipation is �nan
ially rewarded: neither parti
ipant istrusted, yet outsour
ed 
omputations are ef�
iently veri�ed andvalidly remunerated. We propose three solutions for this problem,relying on an of�ine bank to generate and redeem payments;the bank is oblivious to intera
tions between outsour
ers andworkers. We propose several atta
ks that 
an be laun
hed againstour framework and study the effe
tiveness of our solutions.We implemented our most se
ure solution and our experimentsshow that it is ef�
ient: the bank 
an perform hundreds ofpayment transa
tions per se
ond and the overheads imposed onoutsour
ers and workers are negligible.Index Terms�C.2.4.b Distributed appli
ations D.4.6 Se
urityand Priva
y Prote
tionI. INTRODUCTIONThe ability to exe
ute large, 
ompute intensive jobs, is nolonger the privilege of super
omputer owners. With the re
entadvent of 
loud 
omputing and volunteer 
omputing initia-tives, users 
an outsour
e their 
omputations for exe
ution on
omputers with spare resour
es. Cloud 
omputing provideshardware (CPU and storage) 
apabilities, along with softwareand ele
troni
 servi
es, whi
h 
lients 
an elasti
ally rentwhile abstra
ting from lower level details. Motivated by theability of 
omputer owners to donate CPU resour
es, volunteer
omputing takes advantage of the parallelizable nature ofseveral large 
ompute problems to distribute jobs to available
omputers over the internet.In this work we 
onsider a general �
ompute market�framework, en
ompassing the 
loud and volunteer 
omputingparadigms: Parti
ipating 
omputers 
an a
t both as servi
eproviders (workers) and as 
lients (outsour
ers). Outsour
ershave 
omputing jobs they 
annot 
omplete in a timely fashion,whereas workers are willing to spend CPU 
y
les to run partsof su
h jobs. While it is natural to motivate parti
ipationthrough the use of �nan
ial in
entives, the distributed nature ofthe framework raises trust questions: Outsour
ers do not trustthe workers to 
orre
tly perform 
omputations and workers donot trust outsour
ers to pay for 
ompleted jobs.While solutions exist that address the la
k of trust ofoutsour
ers on workers (see Se
tion VII), the la
k of trust ofa worker in the outsour
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to fully trust O. In settings where any 
ellphone or PC owner
an be an outsour
er, this be
omes a problem.We 
onsider therefore the following 
omputation model. Ajob takes as inputs a fun
tion f : I ! R, an input domainD � I and a value y 2 R and requires the evaluation of ffor all values in D. An outsour
er, O, seeks one or all x 2 Dvalues for whi
h f(x) = y. That is, O seeks to invert f fora parti
ular y, and the approa
h he adopts is brute-for
e. Opartitions the domain I and allo
ates ea
h partition, along withthe fun
tion f and value y, to a different job. O posts jobsto a prede�ned lo
ation. Any worker, W , 
an a

ess the jobpostings, pull the next available job, exe
ute it lo
ally andreturn the results. In our work we model the 
ase of a singlepartition (job), and one worker, W .In this paper we propose solutions that address both issuesof trust. We rely on a trusted of�ine third party, a bank B,that a
ts stri
tly as a �nan
ial institution in the transa
tionbetween O andW . B issues payment tokens, whi
h O embedsin jobs. W is able to retrieve a payment token if and only ifit 
ompletes a job. Our solutions employ the ringer 
on
eptproposed by Golle and Mironov [9℄.Our �rst solution (see Se
tion IV) requires O to split thekey used to obfus
ate the payment and hides the subkeys intopre-
omputed, randomly 
hosen parts of the job. The worker isentitled to a probabilisti
 veri�
ation of the payment re
eivedbefore beginning the 
omputation. However, a mali
ious out-sour
er that generates a single in
orre
t subkey may pass theveri�
ation step but prevent an honest worker from re
overingthe payment. We address this issue in the se
ond solution (seeSe
tion V), through the use of threshold 
ryptography.O usesthreshold sharing to divide the payment into multiple sharesand obfus
ates a randomly 
hosen subset of the shares withsolutions to parts of the job. The worker needs to retrieve onlya subset of the shares in order to re
onstru
t the payment.This signi�
antly improves the worker's 
han
e of retrievingthe payment even in the presen
e of a mali
ious outsour
ergenerating in
orre
t shares. However, this solution providesthe worker with an unfair advantage in re
overing the paymentbefore 
ompleting the job: fewer shares need to be dis
overed.We address this problem in the third solution (see Se
-tion VI). We use exa
t se
ret sharing to 
ompute sharesof the payment token � all the shares are needed to re-
onstru
t the payment. Instead of generating a single ringerset, O generates a ringer set for ea
h payment share anduses a fun
tion of the ringer set to �hide� the share. W andO run a veri�
ation proto
ol, where all but one share arerevealed and the 
orre
tness of the last share is proved in zeroknowledge. While W 
annot reveal the last payment sharewithout solving the last ringer set, it is unable to distinguishthe revealed payment share even after 
omputing the entirejob. This effe
tively prevents W from performing in
omplete
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omputations. Only the bank 
an retrieve the last share and
ombine it with the other shares to obtain the payment token.We have implemented and tested the third solution on twoproblems: �nding the pre-image of a 
ryptographi
 (SHA-1) hash, and the ab
 
onje
ture [1℄. Our experiments showthat the solution is ef�
ient. For standard se
urity parameters,on a single off-the-shelf PC, the bank 
an perform 100payment generation and payment redemption transa
tions perse
ond. Moreover, the overheads imposed by our solution onoutsour
ers and workers are negligible when 
ompared tooverheads of jobs. Finally, our solution 
ompares favorablywith the solution of Golle-Mironov [9℄, 
onsidering the bene�tof providing payment redemption assuran
es to workers.This paper makes use of a supplemental �le. The supple-ment 
ontains theorem proofs and their impli
ations, addi-tional solution explanations, details for several atta
ks and thedefenses provided by our solutions, as well as an empiri
alevaluation of our third solution. The supplemental material isgrouped a

ording to the se
tions in this paper.II. MODELOur framework is similar to the ones presented in priorwork [9℄, [6℄; we present it here for 
larity. The three prin
ipalsin a solution are the outsour
erO, the bank B, and the workerW . O prepares jobs he wants done in the manner we dis
ussin Se
tion I, B issues and redeems payment tokens and W
omputes the job.In the ideal 
ase, B should be of�ine: O and W indepen-dently transa
t with it outside of any ex
hanges they haveas part of the outsour
ing. The role of B is to a
t as a�nan
ial �holding 
ompany�.B has no interest or parti
ipationin the nature of the outsour
ing between O and W . Thatis, B is trusted to a
t as an honest bank and follow theproto
ol 
orre
tly. Outsour
ers and workers are assumed tobe mali
ious. Dishonest outsour
ers will attempt to havetheir jobs 
omputed while paying less than agreed. Dishonestworkers will attempt to redeem payments while minimizingthe work they perform.We do not 
onsider 
on�dentiality, integrity and authenti
a-tion issues, whi
h 
an be appli
ation spe
i�
 and we believeare outside the s
ope of this work.In the following we adopt the more abstra
t me
hanisms asused in the random ora
le model [3℄. G : f0; 1g� ! f0; 1g1is a random generator and H : f0; 1g� ! f0; 1gh is a randomhash fun
tion. We use the notation x ,!R D to denote thefa
t that the value x is randomly 
hosen from the domainD. We also use x; y to denote the 
on
atenation of strings xand y. EK(M) denotes the symmetri
 en
ryption of messageM with key K. For a given symmetri
 key algorithm, lets denote the key's bit size. We also assume the bank hasa trapdoor permutation, 
p; p�1; d� that is se
ure from non-uniform polynomial time [8℄ adversaries. The fun
tion p ispubli
, and p�1 is private to B.III. RINGERS - AN OVERVIEWThe solution from Golle and Mironov [9℄ (see Se
tion 2.3there) that we extend is 
alled ringers. In this se
tion, we

dis
uss ringers and how they are used to solve the problem ofthe trust in W . O needs to be able to establish that W doesperform all the 
omputations that were outsour
ed to him.The idea behind ringers is to require the outsour
er to sele
ta small set of random input values fromD and to pre-
omputethe image of the fun
tion f on those values (true ringers).Besides the image of interest, the outsour
er sends to theworker also the true ringers. The worker needs to retrievethe pre-images of all the re
eived images. In order to preventthe worker from stopping the work after inverting all but oneimage, the outsour
er uses bogus ringers, whi
h are valuesfrom the image of f that do not have a pre-image in D. If theworker is able to invert at least the true ringers, the outsour
eris 
onvin
ed that the worker has 
ompleted a large per
ent ofthe job. The solution has the following steps.Job Generation O 
hooses an integer 2m, the total numberof ringers. He pi
ks an integer t 2 [m+ 1; : : : ; 2m℄ whi
h
onforms to the probability distribution d(t) = 2m�t�1. Lett be the number of true ringers, and 2m � t be the numberof bogus ringers. O 
omputes f(x) for every true and bogusringer x. These post-images are in
luded in the s
reener Sthat is sent to W . The s
reener is used by W to de
ide whathe must store for transmission ba
k to O on
e he is done withthe job. O uses this information to infer whetherW did indeeddo the entire job, and pays W only if he infers that he did.We 
larify how S works in the next step.Computation and Payment The s
reener S takes as inputa pair hx; f(x)i and tests whether f(x) 2 fy; y1; : : : ; y2mgwhere y is the post-image whose pre-image O seeks, and ea
hyj is the post-image of a true or bogus ringer. If f(x) is indeedin the set, then S outputs x; otherwise it outputs the emptystring. W 
omputes f for ea
h element in D, pro
esses ea
hthrough S, 
olle
ts all the outputs of S and sends them to Oto re
eive its payment. If W honestly does its work, then whatit sends O at the end is the set of true ringers, and possibly thespe
ial pre-image for whi
h O is looking. The ringers ensurethat W does its entire work. The bogus ringers make it moredif�
ult for W to stop prematurely and still make O believethat it did its entire work.IV. PAYMENT SPLITTING BASED ON SUBKEYSWe now present our �rst solution, whose notations aresummarized in Table I.Outsour
er Setup: O generates tokent = hId(O); Id(W ); SN; v; T i, 
ontaining O's identity,W 's identity, a fresh serial number the 
urren
y value v andthe deadline for 
ompleting the job. O pi
ks an integer k fromthe interval fm+1; ::; 2mg whi
h 
onforms to the probabilitydistribution d(k) = 2m�k�1, similar to [9℄. O keeps k se
ret.O also pi
ks a symmetri
 key Ks ,!R f0; 1gs.Payment Splitting: O pi
ks k points x1; ::; xk ,!R Dand generates k valuesKj = H(f(xj)), j = 1::k (ringers) andrandom values Kk+1; ::;K2m ,!R f0; 1gh (bogus ringers). his the bit size of the output of the one-way fun
tionH . Withoutloss of generality, let K1 < ::: < Kk (if they are not, sort andrename). Let K = H(K1; ::;Kk). The ringers K1; ::;Kk arealso 
alled �subkeys� of K. Generate obf(t) = EKs(t)p(K).Send to B the values obf(t); t; k;K;K1; ::;K2m;Ks.



3O The outsour
er Kj Subkeys of Kf The fun
tion of interest for O K Obfus
ation keyB The bank t Payment tokenW The worker obf(t) Obfus
ated payment tokenD Domain of f outsour
ed to W �obf (t) Signed obfus
ated tokenH Random hash fun
tion � Valid paymenth Output length of H V Validation set
p; p�1; d� Trapdoor permutation of B V er Permuted V2m Total number of ringers S Bank signaturek Number of payment shares P Outsour
ed paymentTABLE INotation used in the subkey solution.Binding payment to job: B veri�es �rst that m+ 1 �k � 2m and that K = H(K1; ::;Kk), where K1; ::;Kk arethe �rst k keys from the set K1; ::;K2m. Then, it veri�es thatEKs(t)p(K) = obf(t). If any veri�
ation fails, B aborts theproto
ol. Otherwise, it performs the following a
tions.� Store the tuple ht;Ksi lo
ally.� Generate random R ,!R f0; 1g�. Sign obf(t) to obtain�obf (t) = p�1(obf(t)) = p�1(EKs(t))K. Let � =p�1(EKs(t)). Thus, �obf (t) = �K. � denotes a validpayment of value v. Whoever 
an present this value toB, 
an 
ash it.� Generate validation set V =fp�1(H(K1; R; \r00)),..,p�1(H(Kk; R; \r00))g [fp�1(H(Kk+1; R)),..,p�1(H(K2m; R))g.� Generate signature S = p�1(H(�obf (t); t; R)). Send toO the values �obf (t), R, S and the set V.Payment generation: Let � denote a random permu-tation. O generates the payment P = ht; �obf (t); V er; 2mi,where V er = �(V ). Ver is 
alled the validation set.Job Transmission: O sends the job to W , along withthe values P , R, S.Veri�
ation: W needs to verify P's 
orre
tness beforestarting the job. First, it veri�es B's signature on �obf (t),using R, the payment token t = hId(O); Id(W ); SN; v; T iand the signature S = p�1((H(�obf (t); t; R)). If it veri�es,W initializes the set SK = ;. SK is the set of subkeys of Kknown to W . Then, W sele
ts indexes 
1; ::; 
q ,!R f1::2mg,q < r and sends them as 
hallenges to O. O pro
esses ea
h
hallenge 
j in the following manner.� If the 
j th element V er, denoted by V er(
j), is a ringersubkey signed by B, O reveals the pre-image xj 2 D.W 
omputes Kj = H(f(xj)) and veri�es the equalityH(Kj ; R; \r00)=p(V er(
j)). If the equality holds, SK =SK [ Kj and V er = V er � V er(
j). Otherwise, Waborts the proto
ol.� If the value V er(
j) is B's signature on a bogus ringer,O revealsKj 2 fKr+1; ::;K2mg. W veri�es the equalityH(Kj) = p(V er(
j ; R)). If it holds, V er = V er �V er(
j). Otherwise, W aborts the proto
ol.Computation: W removes B's signature from ea
helement in the set V er. Let p(Ver) denote the resultingset. W evaluates f on ea
h input value x 2 D. IfH(H(f(x)); R; \r00) 2 p(V er), SK = SK [ H(f(x)) andp(V er) = p(V er)�H(H(f(x)); R; \r00).

Payment extra
tion: At the end of the 
omputation, toextra
t the payment,W sorts the elements in SK in in
reasingorder. ComputeK = H(SK[1℄; ::;SK[k℄), where k is the sizeof the SK set and SK[i℄ denotes its ith element (in sortedorder). Compute the value � = �obfK�1.Payment redemption: If the 
urrent time is lessthan T , W sends � to B, along with the tuple t =hId(O); Id(W ); SN; v; T i. B a

epts su
h a message onlyon
e. It performs the following a
tions.� Retrieve the tuple ht;Ksi from its lo
al storage.� Verify that the time T from t ex
eeds or equals the
urrent time. Verify that the identi�er of the sender ofthe message is indeed the se
ond �eld of t.� Verify that DKs(p(�)) = t. If all veri�
ations su

eed,B 
redits W 's a

ount in the amount v.Can
ellation: If the 
urrent time ex
eeds T , W 
annotredeem the payment. However, O 
an 
an
el it by sendingt and S = p�1(H(�obf (t); t; R)) to B. O 
annot 
an
el apayment before the expiration time T of its asso
iated job.A. Solution IntuitionThe purpose of the random R used during the paymentgeneration step is to bind �obf (t) to V. This proves thatthese values were signed by B at the same time, preventingO from using �obf (t) and V generated in different proto
olinstan
es. While a value of format p(H(Ki; R)) from V
erti�es the fa
t that B has seen the subkey Ki, a value offormat p(H(Ki; R; \r00)) also authenti
ates the fa
t that O
laimed that subkey to be a ringer, subkey of K, where Kobfus
ates the payment �. Note that B does not verify thewell-formedness of the ringers K1; ::;Kk. This veri�
ation isto be performed by the workers.Following the job transmission step, W needs to generateand verify 
hallenges. Sin
e B has generated the random Rvalue and has signed both �obf (t) and ea
h keyKj ; j = 1::2mwith it, the 
hallenge veri�
ation pro
edure allowsW to verifythat ea
h revealed element in the set V er is a payment pie
eand any two revealed pie
es belong to the same paymentinstan
e (R binds SN, �obf (t) and all Kj values). O 
annotpretend that a 
hallenged ringer subkey Kj is not a ringer.This is be
ause B has in
luded the string �r� in its signatureof the subkeyKj . During the 
omputation,W needs to retrieveK1; ::;Kk, 
omputeK, then re
over � from �obf (t). The banksigned value � allows W to 
ash the payment.



4B. AnalysisWe present a �rst result, whose proof 
an be found in the
orresponding se
tion of the supplemental �le.Theorem 1. If W retrieves the payment, W has 
ompletedthe job with probability 1- 1m2m+1 -( 4m )m.We now introdu
e a property that regards the ability ofthe outsour
er to prevent honest workers from re
overingpayments.Invalid shares property: O attempts to in
lude invalidshares in pla
e of legitimate shares in what is embedded inthe job. The obje
tive is to undermine the payment veri�abilityproperty and get an honest W to a

ept the job, but not getpaid when he 
ompletes it.Let u be the parameter denoting the number of invalidringers 
omputed by O. The following property holds.Theorem 2. If an outsour
er in
ludes u invalid shares in thejob, a worker is able to retrieve the payment with probabilityat least 1� e�uq=(2m�q+1).The proof 
an be found in the 
orresponding se
tion ofthe supplemental �le, along with a graphi
al illustration ofthe worker's probability of dete
ting an invalid share. Our
on
lusion is that for m=100 and q=10, W 's probability ofdete
ting a single invalid share is 5%.V. PAYMENT THRESHOLD SPLITTINGOur se
ond solution uses threshold sharing to address theinvalid share property. It splits the payment into 2m + pshares su
h that any 2m shares re
onstru
t the payment. Theoutsour
er obfus
ates a subset of the shares with a small subsetof the solution of the job to be performed. Table II lists thenotations we used in the solution. Figure 1 illustrates oursolution.
iH(t  )is

Rndj
s j

it 

.  .  .

Id(O) Id(W) TSN v

i ir  = f(x  )

Obf(t  )i

Clr(j)

= PFig. 1. Generation of Obf and Clr shares. The Obf shares (shown on theleft side in the �gure) are generated by xor-ing a randomly 
hosen image ofthe job to be performed by W with a 
on
atenation between a payment shareand the share's hash. The Clr shares (shown on the right side in the �gure)are generated by 
on
atenating a payment share with a random number. TheObf and Clr values are randomly permuted (lower side in the �gure) togenerate the payment stru
ture to be sent to W .Setup: Let p and q be two se
urity parameters, 
pm <p; q < m, for a 
onstant 
. Pi
k a symmetri
 key K ,!Rf0; 1gs. Instantiate a (2m; 2m+p) se
ret sharing s
heme (e.g.,Shamir's s
heme [13℄) su
h that any but not less than 2mshares are required to 
ompute the se
ret. Let SS be there
onstru
tion fun
tion, that given any 2m or more sharesre
onstru
ts the se
ret.

Payment generation: O generates the message M =hId(O); Id(W ); SN; v; T i, where SN is a fresh serial num-ber, v is the 
urren
y value and T is the job deadline. Sendthe tuple along with the key K to B.Payment signature: B 
omputes a payment token P =EK(p�1(M)) and veri�
ation value � = p�1(H(M)). Bstores the tuple hSN; v; T; t;Ki in lo
al storage, indexed byserial number. B sends P and � to O. The 
onvention is thatwhoever knows P 
an 
a
he the payment.Payment splitting: O uses the P and � values re
eivedfrom B to perform the following a
tions.� Use the (2m; 2m+ p) se
ret sharing s
heme to generate2m+ p shares s1; ::; s2m+p of P.� Pi
k an integer k ,!R fm + p + 1; ::; 2m � qg withdistribution d(k) = 2m�p�q�k�1. k is se
ret and denotesthe number of ringers.� Use the shares s1; ::; s2m+p to generate 2m+ p paymenttokens Pi = hId(O); Id(W ); SN; v; T; sii, i = 1::2m+p. Ea
h payment token is a wrapper for one of the sharessi. Send the payment tokens Pi to B along with P, k, m,p and q.Share signature: When B re
eives this message, it �rstveri�es thatm+p+1 < k < 2m�q. It then 
ompares P againstthe value previously stored for O and uses the re
onstru
tionfun
tion SS to verify that all the shares si 
ontained in thetoken shares Pi are unique and that any 2m of them indeedre
onstru
t P. This veri�
ation step 
ould be probabilisti
.If any veri�
ation fails B aborts and penalizes O's a

ount.Otherwise, B performs the following steps.� Generate the hash set HS = fH(Pk+1); :::; H(P2m+p)g.Store HS along with the tuple stored under SN,hSN; v; T; t;K;HSi.� For ea
h payment token Pi, generate p�1(H(ti)), i =1::2m+ p. Send these values to O.Binding payment to job: O uses the values re
eivedfrom B to embed the payment into a job as follows.� Choose k values x1; ::; xk ,!R D and 
ompute theirimages, ri = f(xi), i = 1::k. The ri's are 
alled ringers.� Use ea
h ringer ri to 
ompute the obfus
ated paymentshare Obfi = ri � (Pi;H(Pi)). Let sz = jObfij.� For all remaining 2m + p � k (l = k + 1::2m + p)shares, 
ompute 
leartext shares Clrl = (Rndl; sl),where Rndl ,!R f0; 1gsz�jslj.� Let �1 be a random permutation. Gen-erate the outsour
ed payment set P =�1fObf1; ::; Obfk; Clrk+1; ::; Clr2m+pg, 
ontainingboth obfus
ated and 
leartext payment shares.� Let �2 be a random permutation. Generate the ver-i�
ation set V er = �2(fp�1(H(t1)); ::; p�1(H(tk))g[ fRk+1; ::; R2m+pg), where Rk+1; ::; R2m are randomvalues of the same bit length as the output of p�1.V er 
onsists both of B's signatures on the k obfus
atedpayment tokens (from the set P) and 2m + p � kindistinguishable random values.Job Transmission: O sends SN, v, 2m+p, T, P , Ver and� to the worker W along with the job. As mentioned n thepayment generation, � = p�1(H(M)).



5O The outsour
er P Payment tokenf The fun
tion of interest for O � Veri�
ation valueB The bank si Shares of PW The worker Pi Payment token sharesD Domain of f outsour
ed to W HS Hash set of Pi'sH Random hash fun
tion ri Ringersh Output length of H Obfi Obfus
ated payment shares
p; p�1; d� Trapdoor permutation of B Clri Cleartext sharesp, q Se
urity parameters P Payment setM Payment message V er Veri�
ation setTABLE IINotation used in the threshold splitting based solution.Veri�
ation: After re
eiving the job, W pro
eeds toverify the 
orre
tness of the payment P . It �rst veri�es the
orre
tness of the job payment, using � = p�1(H(M)). Thatis, W veri�es that the payment was generated by O for W ,has the serial number SN , is for 
urren
y amount v, is validfor redemption before time T and is authenti
ated by B. Ifthese 
he
ks verify, W initializes Shr, its set of dis
overedpayment token shares, to the empty set. W sele
ts randomindexes 
1; ::; 
q ,!R f1; ::; 2m+ pg, q < m and sends themto O. O pro
esses ea
h index 
j separately as follows.� If the 
j th element of the payment set P , denoted byP(
j), 
orresponds to an obfus
ated payment token share,Po, O sends the pre-image x of the ringer used for theobfus
ation of this value. W 
omputes P(
j)� f(x). Ifthe P(
j) value is valid, the result of this operation shouldhave the format (Po;H(Po)). W veri�es that the valuePo has the format Po = hId(O); Id(W ); SN; v; T; soi.W then veri�es that the set V er 
ontains B's signatureon theH(Po) value. If any of these 
he
ks fails,W abortsthe proto
ol. Otherwise, update the sets Shr = Shr[so,P = P � P(
j) and V er = V er � p�1(H(Po)).� If P(
j) is a non-obfus
ated payment token of format(Rndn; sn), O sends the signed value p�1(H(Pn)) re-
eived from B during the share signature step (but notsent to W during job transmission). W 
he
ks thatH(Id(O); Id(W ); SN; v; T; sn) = p(p�1(H(Pn)). Ifthis veri�
ation fails, W aborts the proto
ol. Otherwise,it updates the set Shr = Shr [ sn.Computation: W evaluates f on ea
h x 2 D. Then,it 
omputes f(x) � P(i) , for all i = 1::2m + p. P(i)denotes the ith element of the outsour
ed payment set P .If the result is of the form (P ;H(P )), with P of formathId(O); Id(W ); SN; v; T; si and p�1(H(P )) 2 V er, thenupdate the sets Shr = Shr [ s, P = P � P(i), V er =V er� p�1(H(P )): an obfus
ated share has been dis
overed.Redemption: If W �nishes the job before the dead-line T , it sends the share set Shr to B, along with thetuple hSN; v; T i. B retrieves from its lo
al storage the tu-ple hSN; v; T; t;K;HSi indexed under SN, where HS =fH(Pk+1); :::; H(P2m+p)g. B veri�es that the request 
omesfrom the worker W whose id is 
ontained in the tokenP = EK(p�1(hId(O); Id(W ); SN; v; T i)). B only a

eptsthis redemption request on
e and if the 
urrent time is lessthan T . B sends to W the set HS. Let CShr be the setof non-obfus
ated shares that W needs to identify. Initially,

CShr = ;. W performs the following a
tions.� For ea
h value in P (there should be 2m+p�k elementsleft), treat the value as if being of format (Rndn; sn),where Rndn is a random number and sn is a paymentshare. Compute Pn = hId(O); Id(W ); SN; v; T; sni andlook for the hash of this value in the set HS. If a mat
his found, CShr = CShr [ sn.� Send the CShr set to B.B veri�es the 
orre
tness of the shares in CShr, by alsolooking them up in HS. B uses all the shares from the setShr, plus 2m � jShrj shares from CShr to re
onstru
t thepayment P. If su

essful, it deposits P into W 's a

ount.Can
ellation: If the 
urrent time ex
eeds T , W 
annotredeem the payment. O however, 
an 
an
el the payment, bysending P to B. Then, if W has not redeemed the paymentbefore time T , B reimburses O. O 
annot 
an
el a paymentbefore the expiration time of the asso
iated job.A. Solution IntuitionThe set V er does not 
ontain B's signatures on the 
leartextpayment tokens, Clrk+1; ::; Clr2m+p, to prevent the workerfrom immediately distinguishing them from the Obf1; ::; Obfkshares. During the veri�
ation step, O needs to prove eitherthat the 
hallenged share was obfus
ated or that it waspresented in 
leartext to W . The proof 
onsists of showingto W the fa
t that B has witnessed (signed) the obfus
atedand 
leartext 
hallenged shares in the format 
laimed by O. Inboth 
ases the worker re
eives one payment share. When theworker 
ompletes the 
omputation, if it has not retrieved 2mshares, the bank will allow it to sear
h for additional 
leartextshares. This pro
ess is allowed only on
e, thus W has to be
ertain that it has retrieved all the shares it needs or that ithas 
ompleted the job. Note that O 
annot 
an
el a paymentbefore the expiration time of the asso
iated job and prevent aworker from redeeming the re
overed payment.B. AnalysisThe following result shows the worker's resilien
e to theinvalid share property.Theorem 3. The probability that an invalid shares propertyis dete
ted is lower bounded by 1� e�
2=2.The proof 
an be found in the 
orresponding se
tion ofthe supplemental �le, along with its graphi
al illustration and



6an evaluation of the solution's 
omputation overhead. Our
on
lusion is that for m=100 and p=30, a value of q=30in
reases W 's 
han
e of dete
ting invalid shares to 99%.We now des
ribe another property � this time providing anadvantage to a dishonest worker.Premature payment re
onstru
tion: W attempts tore
onstru
t a legitimate payment-token based on his knowl-edge of the redundan
y that is built into the payment-splittings
heme. The obje
tive is to allow a 
heating worker to stopthe job 
omputation step early, re
over and then su

essfullyredeem the payment. After re
overing a 
ertain number ofpayment shares that are embedded in the true ringers, Wattempts to verify that the remaining ringers are bogus whilesimultaneously trying to extra
t the payment. Assume that hehas k � x payment pie
es that he has extra
ted legitimatelyfrom true ringers (there are a total of k true ringers).W premises that the remainder are bogus ringers and
hooses sets of 2m � k + x from whi
h he extra
ts whathe believes are payment pie
es. He then re
onstru
ts ea
hset of 2m pie
es and 
he
ks for dupli
ates among the re-
onstru
tions. If there are any dupli
ates, then that is there
onstru
ted payment he seeks. We observe that there areat most r = �2m+ p� k + x2m� k + x � re
onstru
tions he needs toperform, and r � �2m� k + x+ 1p �p. Thus, the redundan
yin payment shares gives the worker an unfair advantage interminating the 
omputation before 
ompleting the job whilealso being able to re
over the payment.VI. EXACT PAYMENT SPLITTINGThe �rst two solutions are either vulnerable to the invalidpayment share or the premature payment re
onstru
tion prop-erties and require heavy bank involvement. We now propose asolution that addresses these 
on
erns while involving B onlyin the payment generation. Table III lists our notations.Setup: The bank, B, has the following.� A trapdoor permutation, 
p; p�1; d� that is se
ure fromnon-uniform polynomial time [8℄ adversaries. The fun
-tion p is publi
, and p�1 is private to B.� A generator, g 2 � for a �nite 
y
li
 group, � of orderq where q is prime. All of g, � and q are publi
. Allexponentiations of g are done modulo q; we omit the�mod q� quali�
ation in our writing.� A random keyed hash HK : f0; 1gk � f0; 1g� ! f0; 1ghbased on H with the key K of length k. The key K isse
ret to B. We assume that K is 
hosen with 
are andHK is 
onstru
ted se
urely based onH . In other words, ifH is a random hash fun
tion, then so is HK . We provide
on
rete instantiations in the supplemental �le.Payment generation: O requests B for a payment tokenof a 
ertain value. B generates hP; �i and sends it to O.� P = HK (M) is a payment token. M 
ontains thevalue of the payment token (e.g., �$ 10�) and any otherinformation B may 
hoose to put in it.� � = p�1 �H �gP ��. � is B's signature on gP .

Job generation: O �rst generates an instan
e ofa job that 
onsists of the fun
tion f : I ! R,spe
ial image y and sub-domain D � I to be ex-plored. O then generates r sets of ringers, J =fR1; : : : ;Rrg. Ea
h Ri = fH (f (ti;1)) ; : : : ; H (f (ti;it )) ,H (f (bi;1)) ; : : : ; H (f (bi;ib))g. Ea
h H (f (ti;j)) is a trueringer, and ea
h H (f (bi;j)) is a bogus ringer. Ea
h ti;j 2 Dand ea
h bi;j 2 I � D. O needs to prove those fa
ts to Wwhen 
hallenged in the veri�
ation step below.Binding payment to job: O's obje
tive is thatW is ableto extra
t the payment token only if he does the job. O doesthree things to bind P to J .� O splits P into r shares P1; : : : ; Pr su
h that P1� : : :�Pr = P mod q � 1. Re
all that r is the number of setsof ringers from the Job Generation step above. O alsogenerates G = �gP1 ; : : : ; gPr	.� O obfus
ates ea
h Pi with B's trapdoor permutation.That is, O 
omputes EB;i = p (Pi).� O binds ea
h EB;i to the true ringers in Ri as follows.O 
omputes Ki = G (ti;1 jj : : : jj ti;it). We assume aglobally agreed-upon ordering for the ti;j's, for example,lexi
ographi
. Without loss of generality, we assume thatti;1; : : : ; ti;it is that ordering. O then 
omputes Pi;K =Ki � EB;i. Let P = fPi;K; : : : ; Pr;Kg.Job Transmission: O sends hJ;P ;G; �;Mi to W . Re-
all from the Payment Generation step above that � is B'ssignature on gP . W veri�es that the 
leartextM is a

eptableto him.Veri�
ation: W runs a proto
ol with O to gain 
on�-den
e that if he 
ompletes the job, then he will be able toretrieve the payment token. To a
hieve this, W 
hooses r� 1indexes out of r as its 
hallenge. Let i be an index 
hosen byW . O reveals to W all the f (ti;j) and f (bi;l) from Ri, the
orresponding ti;j and bi;l, and Pi. W now does the followingfor ea
h i in its 
hosen set of indexes.� Veri�es that gPi 2 G. And for i; j 
hosen byW su
h thati 6= j, veri�es that gPi 6= gPj .� Veri�es that ea
h ti;j 2 D, ea
h bi;l 2 I �D, and ea
hH (f (ti;j)) and H (f (bi;l)) is in Ri.� Computes 
Ki = G�ti;1jj : : : jjti;bit�, where bit is thenumber of true ringer pre-images revealed for index i byO and ti;1; : : : ti;bit are the lexi
ographi
ally sorted trueringer pre-images.� Veri�es that p (Pi) = 
Ki �Pi;K.In addition, let i1; : : : ; ir�1 be the indexes W 
hose, and irthe remaining index for whi
h the ringer pre-images and Pirhave not been dis
losed to W by O. W veri�es that:H ��gPir �(Pi1�:::�Pir�1)� = p (�)Computation: At the end of the Veri�
ation step, Wis left with one set of ringers. Without loss of generality, weassume that this is Rr. An honest W does the following:� Computes f on ea
h value, vi 2 D.� Che
ks whether H (f (vi)) 2 Rr. If yes, it adds vi to aset V .



7O The outsour
er P Payment tokenf The fun
tion of interest for O n The number of payment sharesB The bank Pi A share of PW The worker r Number of payment sharesD Domain of f outsour
ed to W � B's signature on gPRi A set of ringers J A set of sets of ringersG Random generator ti;j 2 D Pre-image for a true ringerH Random hash fun
tion bi;j 62 D Pre-image for a bogus ringerh Output length of H EB;i = p (Pi) An obfus
ated payment shareHK Keyed hash based dEB;i W 's 
omputed value for EB;i
p; p�1; d� Trapdoor permutation of B Ki Symmetri
 key based on true ringers� A �nite 
y
li
 group 
Ki W 's 
omputed value for Kig A generator in � Pi;K = Ki � EB;i En
rypted, obfus
ated payment shareq The prime order of � P Set of Pi;K'sTABLE IIINotation used in the exa
t payment splitting solution.Payment extra
tion: To extra
t what it believes to beEB;r = p (Pr), W does the following. (Re
all that we assumethat r is the index that was not 
hosen by W during theveri�
ation step.)� Computes 
Kr = G (v1jj : : : jjviv ), where v1; : : : ; viv 2 Vare sorted lexi
ographi
ally.� Computes dEB;r = 
Kr � Pr;K.� Submits DP1; : : : ; Pr�1; dEB;rE and M to B for reim-bursement.Payment redemption: For su

essful redemption, B
he
ks that M is valid, and P1 � : : :�Pr�1� p�1 �dEB;r� =HK (M). If p is homomorphi
 under multipli
ation, then W
an instead submit M and what it thinks is p (P ). If the
he
k veri�es, B 
redits W with the 
orresponding amount.Otherwise, it reje
ts the payment.A. Solution IntuitionWe present proofs of se
urity properties we desire inSe
tion VI-B. We present a dis
ussion of several small is-sues and our resolutions, in the 
orresponding se
tion of thesupplemental �le. Here, we dis
uss the intuition behind our
onstru
tion in the previous se
tion. The intent behind splittingthe payment token P into r shares is to be able to embed ea
hin a set of ringers. The intent behind having r ringers is torun a �
ut-and-
hoose� type proto
ol in the Veri�
ation step �W 
hooses exa
tly 1 out of the r sets of ringers on whi
h tobase his 
omputation; the remaining ones are revealed to himby O. The intent behind obfus
ating a payment share Pi asEB;i = p (Pi) is so that when W re
overs a payment share, itis unre
ognizable to him. Therefore, unless he 
ompletes theentire 
omputation (or all the ringers in the set are true ringersand he dis
overs all of them), he 
annot be sure that there areno more true ringers to be dis
overed. B, however, 
an easilyre
over Pi from EB;i.The intent behind en
rypting the obfus
ated payment shareasKi�EB;i is to make the re
overy of EB;i dire
tly dependenton dis
overing all the true ringers. The generator g and itsasso
iated operations are used so W 
an be 
on�dent that Ois not 
heating. That is, the gPi values enableW to verify thatall the shares are indeed linked to a value � signed by B. W

trusts B's signature �, and bases its trust in O on whether it isable to verify that signature before starting the 
omputation.B. Se
urity PropertiesWe now present the se
urity properties of this solution. We
onsider two 
lasses of se
urity properties: prote
tion from adishonest outsour
er, and prote
tion from a dishonest worker.We in
lude the proofs in the 
orresponding se
tion of thesupplemental �le.Prote
tion from a dishonest O: The obje
tive of adishonest O is to haveW 
omplete the job, without being laterable to redeem P . We express our assertion in the followingtheorem in terms of W 's su

ess probability following theComputation step.Theorem 4. An honest W su

essfully redeems the paymenttoken with probability 1� 1=r, where r is the number of setsof ringers.Consequently, we make the following assertion about W 'ssu

ess probability before he invests in the Computation step.Corollary 1. Su

essful 
ompletion of the Veri�
ation stepimplies that W has a su

ess probability of 1 � 1=r inredemption on
e he 
ompletes the Computation step.In the supplemental �le we in
lude a detailed analysis ofthe impa
t on honest workers of intera
ting with multipledishonest outsour
ers. Our 
on
lusion is that even when 80%of outsour
ers are 
heating, a worker's de
rease in pro�t isaround 7%.Prote
tion from a dishonest W: We now assume thatO is honest. W attempts to re
onstru
t a legitimate EB;r =p (Pr) without 
ompleting the job.Theorem 5. IfW is able to re
onstru
t EB;r = p (Pr) without�nishing the job with probability p, a Golle-Mironov worker
an su

essfully stop early with probability at least p � �,where � is the probability that W 
orrelates p (Pr) and gPr .VII. RELATED WORKThe model we use in this paper for se
urely distribut-ing 
omputations in a 
ommer
ial environment is proposedin [11℄, [10℄, [9℄. Monrose et al. [11℄ propose the use of
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omputation proofs to ensure 
orre
t worker behavior. A proof
onsists of the 
omputation state at various points in itsexe
ution. Golle and Stubblebine [10℄ verify the 
orre
tnessof 
omputation results by dupli
ating 
omputations: a job isassigned to multiple workers and the results are 
ompared atthe outsour
er. Golle and Mironov [9℄ introdu
e the ringer
on
ept to elegantly solve the problem of verifying 
omputa-tion 
ompletion for the �inversion of one-way fun
tion� 
lassof 
omputations.Du et al. [7℄ address this problem by requiring workersto 
ommit to the 
omputed values using Merkle trees. Theoutsour
er veri�es job 
ompleteness by querying the values
omputed for several sample inputs. Szajda et al. [14℄ andSarmenta [12℄ propose probabilisti
 veri�
ation me
hanismsfor in
reasing the 
han
e of dete
ting 
heaters. In the samesetting, Szajda et al. [15℄ propose a strategy for distributingredundant 
omputations, that in
reases resistan
e to 
ollusionand de
reases asso
iated 
omputation 
osts. Instead of re-dundantly distributing 
omputations, Carbunar and Sion [4℄propose a solution where workers are rated for the qualityof their work by a prede�ned number of randomly 
hosenwitnesses. Belenkiy et al. [2℄ propose the use of in
entives,by setting rewards and �nes, to en
ourage proper workerbehavior. They de�ne a game theoreti
 approa
h for settingthe �ne-to-reward ratio, de
iding how often to double-
he
kworker results.This paper extends the work of Carbunar and Tripunitara [5℄by introdu
ing two new solutions to the simultaneous 
om-putation for payment ex
hange problem. The two solutionsprovide various degrees of trust to the worker and outsour
er.As su
h, ea
h solution is suitable for environments where oneof the parti
ipants is less trusted than the other. For instan
e,
loud providers are more trusted than 
lients and volunteerproje
t outsour
ers are more trusted than workers.VIII. CONCLUSIONSIn this paper we study an instan
e of the se
ure 
omputationoutsour
ing problem in 
loud and volunteer 
omputing s
e-narios, where the job outsour
er and the workers are mutuallydistrusting. We employ ringers 
oupled with se
ret sharingte
hniques to provide veri�able and 
onditional e-payments.Our solutions rely on the existen
e of a bank that is obliviousto job details. We prove the se
urity of our 
onstru
tions andshow that the overheads imposed by our �nal solution on thebank, outsour
ers and workers are small.IX. ACKNOWLEDGMENTSWe would like to thank Matthew Piretti for his suggestionson early versions of this work. We thank the reviewers fortheir 
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